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Using a systematic approach described formalization of the problem of monitoring information security incidents
to determine in an automated system organization. Implementation of the subsystem monitoring incidents sold in
accordance with the constructed model allows for the following benefits: improved monitoring, which is a measure
of system performance, improved information quality management services, excluding losses and incorrect
accounting incidents and inquiries.

BcTyn

B cywyacHux yMmoBax >KOJEH KOMIUIEKC MHPOTPaMHO-TEXHIYHHX 3ac00iB, IO MiATPUMYETHCS
BIAMOBIIHUM ITaToM (axiBIiB 3 iHPOpMaIiiHOI Oe3nekn He 3MaTHUN 3a0e3MeyuTH e(EeKTUBHE
(GyHKIIOHYBaHHS CUCTEMH 3axHUCTy iHpopmamii. JlaHe muTaHHS BUMarae CUCTEMHOTO IiIXOAY Ta
pPO3pOOKH KOMIUIEKCHUX CHUCTEM YIpaBIiHHA O€3MEeKOl0, B SIKUX MaloTh OpaTH Oe3rnocepenHio
y4acTh BCi CHIBPOOITHUKY OpraHizaiii. 3a7adaMy CHCTEMU YIIPaBIiHHS iH(QOpPMAIIITHOI 0€3MEeKOr0
€ cucTeMaTH3allis MpoleciB 3a0e3MedyeHHs 3axucTy iHdopmallii, po3TallyBaHHsS MPIOPUTETIB
oprasizamii B ramy3i 3axucTy iH(opmalli, 3a0e3NnedYeHHs aJeKBaTHOCTI CHUCTEMH ICHYIOUHM
PHU3UKaM TOIIIO.

B poGoti cydacHuX cHcTeM MOHITOPUHTY IHUMICHTIB B [1, 2] BUAUISIOTHCS HACTYIHI €Tamu:
BU3HAUCHHS IHIMJICHTY;, CIIOBINICHHS IPO BHUHUKHCHHS IHIUACHTY; PEECTpaIlisi IHIHICHTY;
YCYHEHHS HACHiIKiB 1 NPUYUH IHIUACHTY; pO3CIiAYyBaHHS IHUWACHTY, peaii3aulis [Iid, 1o
3aCTepiraroTh MOBTOPHE BUHUKHEHHS 1HIHIEHTY. OCHOBHOIO METOIO € po3po0Ka CHCTEMHOT MOJENi
MOHITOPHHTY 1HLIUJIEHTIB.

3riHo 3 nepenikoM (YHKIIT CUCTEMU YNpPaBIiHHS 1HIMIEHTAaMH 1 MOXHA BIJIHECTH JI0 CUCTEM
MOHITOPUHIOBOIO TUMY [3], OTKe Ul po3pOOKH MaTeMaTUYHOI Mojieni 11 (PyHKIIOHYBaHHS MOXKHA
BUKOPHUCTATH METOIU 1A€HTU(DIKALIT CUCTEM BIJIIOBIAHOIO KJIacy.

1) 00’exTaMu CHCTEMH MOHITOPUHTY iHIM/ICHTIB €:

- anapaTHi 3aco0u (KoMyTaTopu, MapuipyTusaTopu, ckanepu, UTM npuctpoi).

- IpOrpaMHi KOMIUIEKCH (OmepaliifHi CUCTeMH, aHTHBIPYCHI IUIIO3M, MEPCOHANIbHI
aHTUBIPYCHI CUCTEMH, MiICUCTEMU OOPOOKH JTaHUX, TOCTYITHI CITyKOU Ta CepBicH);

- iH(popMaLiiiHl pecypcu (06a3u naHuX, (paiau KOpPHCTYyBadiB JOCTYIHI B MeEpexi

TOIIO);

- i1 KOPUCTYBauiB KOPIOPATUBHOT MEPEXKI.

VY 3aranbHOMY BHIVIAJI CHCTEMa MOHITOPHHTY Ma€ JEKUIbKa pIBHIB NPUHHATTA pimieHb. Ha
HYJBOBOMY PIBHI 3/1HCHIOIOTBCS CIIOCTEPEKEHHS, 301p, MepBUHHA 00poOKa NaHuX, (popmMyBaHHs
cucreMH 3HaHb. Ha mepmioMy, Apyromy i TpeTboMy pPIBHSIX HOCHIIOBHO 3IiHCHIOETHCS 00poOKa
JTaHUX, 3 TTPOXO/KEHHSM BCIX €TariB, epeadadyeHnx MoAeIi0. BukoHaHHs poOIT Ha JaHUX eTamax
3IACHIOETBCS CUCTEMHUM aHAJIITUKOM 3 METOI0 OTPUMAaHHS EKCIEPTHOI OLIHKM IMOTOYHOTO 1
MIPOrHO30BAHUX CTaHIB 00'€KTIB MOHITOPUHTY. Ha 11X eramax MomoBHIOIOTHCS AUHAMIUHI 3HAHHS
cucremu. Ha yerBepromy piBHI 0co0a, 1110 MpuiiMae pillieHHs, HA OCHOBI OLIHOK CTaHy CHUCTEMH,
reHepye pilIeHHs MO YNpaBisodiil Jii Ha 00'€KTH MOHITOPMHTY 1 CHUCTEMH CIOCTEpEKEHHS. Y
BUIMA/IKYy MOHITOPHUHTY 1HIIMJICHTIB CUCTEMA PE3yJIbTaTH HACTYIIHI:

- B CHCTE€MI BHM3HAY€HO OJMH IHIMJAEHT 1H(OpMaliifHOi Oe3NeKku SKII0 HeyiTKa

MHOXXWHA 3HAY€Hb MapaMeTpiB CIOCTEPEKEHHS B CHCTEMI BIJAMOBITAE HEUITKIA MHOXKHHI

IapaMeTpiB CIIOCTEPEKCHHS IHIMACHTIB i-r0 THIy, E°=E,, ab0o E° e E,. Jlnsi HOPIBHSHHS

i



MHOXKHHI O3HaK ch IPUCBOIOIOTHCSA 3HAUCHHS 4, 110 pO3paxoBaHi Ul IHUUAEHTY. SIKIIo

1HTerpajibHa OIliHKa MHOYKMHH O3HAK Ma€ BIJXHWJICHHS, III0 HE MEPEBUIIYE MEBHE 3HAYEHHS &
BiJl €ETAJIOHHOI MHOKWHU O3HAK 1HIIMICHTY, 110 HasBHI B 0a3i 3HaHb, TOOTO

FEoF*|<e; 1)

- B aBTOMATH30BaHIi CHCTEMi OJTHOYACHO B1IOYBaIOTHCS JCKUIbKA 1HIUIACHTIB, SKIIO
HEYITKAa MHOXXMHAa O3HAK CHCTEMH IICPETHHAETHCS 3 HEUITKOI MHOXXHHOIO O3HaK

iHpopMaIiifHUX MOrpo3, D° N D, y TaKOMY BHUIAJKYy MPOBOTUTHCS IMOIIYK CYKYMHOCTI 3 K
IHIM/ICHTIB 110 33J[0BOJILHSAIOTH YMOBI (2):

b e (D, @)

— JUTSE KO)KHOTO THITY IHIUJCHTIB PO3PAaXOBYETHCS IHTErpaibHa OIIHKA IMiIMHOXKXUHU
cC . . . . . . co
o3Hak D, , 0 HasBHI y CHUCTEMi 1 BiANOBiaIOTh NEBHOMY THITy iH(OpPMAIifHUX MOTpPO3 3

BHU3HAUEHOI CYKYITHOCTI 1, BIAXWJICHHS BiJ] €TAJIOHHOI MHOXKMHHU O3HAK, 110 HasiBHI B 0a3i 3HaHb
OKPEMHUX 1HIMJICHTIB TAKOMY BUIIAJKy HE NIEPEBUIILY€E NTEBHE 3HAYCHHS £ MJIs BCIX 1HIMICHTIB

Fe-F*|<e 3)

1) ABTOMAaTH30BaHa CHUCTEMa HOTpe6y€ A0JaTKOBOI'0 TECTyBAaHHS Ta MOHiTOpHHry y
BUIIaAKax, SAKIIO:

k
a) E°¢ E,, abo E° c > E; Ta HEMAa€ MOXKJIMBOCTI 3MIHMTH MAacHUB O3HAK, BHUKJIIOYMBILIM
i=1
HE3HayHl 3 TOYKU 30py iHQopMaliiiHoi Oe3neku, NoAaBIIM iHIN. TecTyBaHHS BU3HAYAETHCS Y
HanpsIMKY, 110 Bi/IMOBiIa€ MacUBY WMOBIpHHUX iH(pOpMaIliiiHuX 3arpo3 inf{ E° - E, };

6) E° = E;,ab0 gc_ Zk: E, > e ‘Fic - F*|> ¢ . B TakoMy Bumanky KpiM TeCTyBaHHSI MOYKHa
i=1

BU3HA4YaTH [ii 1100 3amoOiraHHs a0o TEepelIKO/KaHHS, TaK SK BIIXWICHHS MOXe OyTH

00yMOBJIEHE OCOOIMBOCTSAMHU KOHKPETHOTO 1HIIUACHTY.

2) 3HaiiIcHO JeKiIbKa B3aEMOBHKIIIOUHHX THIM/ICHTIB, a00 AEKIIbKa MOKIMBUX MHOMXHH
NOTEHUIMHNUX 1H(opMaliiiHUX m1orpo3 - ToAl HaMOIBII MMOBIPHMM € IHIUAEHT 3
HaMEHIIMM &£ , 32 HEOOXITHOCTI MOXXHA TMPOBECTH JOAATKOBE TECTyBaHHS CUCTEMHU Y
BIJIMOBIAHOCTI A0 MPOTOKOJIB Aii ISl BA3HAYEHOTO TIEPEeNiKy 1HIIMICHTIB.

BUCHOBKU

BripoBajkeHHsT MiJCMCTEMM MOHITOPHHTY 1HIMJIEHTIB peaji30BaHOi Y BIJMOBIIHOCTI 10
noOyJ0BaHOI MOJIENI J103BOJII€ OTPUMATH HACTYIIHI MEpEeBaru: BJIOCKOHAIEHUIN MOHITOPHHT, SKHHA
JI03BOJISIE BUMIPATH MPOJAYKTUBHICTh CHUCTEMM; MOJINIICHa 1HQOpMAIis A1 YHOPaBIIHHA SKICTIO
00CITyrOBYBaHHS; BUKJIIOUEHHS BTPAT 1 HEKOPEKTHOTO OOJIIKY IHIIUACHTIB 1 3aIMTIB.
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